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Introduction: Resilience Is Not the Opposite of Efficiency

For two decades following the rise of lean manufacturing and global sourcing, supply chain management
pursued a single dominant objective: efficiency. Minimize inventory. Reduce supplier count. Extend
payment terms. Concentrate volume. Offshore to the lowest-cost geography. These are individually
rational decisions, and in a world of stable trade, reliable logistics, and predictable geopolitics, they
produce superior financial performance.

Then reality intervened. The Japanese earthquake and tsunami of 2011 shut down automotive supply
chains globally for weeks because critical components came from a single geographic region. The 2017
NotPetya cyberattack crippled Maersk's global shipping operations and disrupted supply chains across
industries for months. The COVID-19 pandemic of 2020-2022 exposed the fragility of just-in-time, single-
source, globally extended supply chains in ways that no risk model had adequately captured. The Suez
Canal blockage of 2021 demonstrated how a single vessel grounding could disrupt $9.6 billion in daily
global trade.

The lesson from these events is not that supply chains should abandon efficiency. Itis that efficiency
without resilience is fragility — and that the cost of supply chain fragility, when disruption occurs, dwarfs
the cost of the resilience investments that would have prevented or mitigated it. The organizations that
emerged strongest from COVID-19 were not those with the leanest supply chains — they were those with
the most resilient ones.

This guide covers the complete supply chain risk management discipline: risk identification and taxonomy,
risk assessment and quantification, the risk register, mitigation strategy selection, supply chain FMEA,
business continuity planning, disruption response, and the emerging domain of supply chain resilience by
design. The Meridian Industrial Components case study shows a mid-sized manufacturer building its first
formal supply chain risk management program from the ground up.

MERIDIAN INDUSTRIAL COMPONENTS — GUIDE 8 CONTEXT

Through Guides 1-7, MIC transformed its supply base, built SRM capability, optimized
inventory, and launched its hub DC. In Guide 5, supplier risk assessment was introduced as
part of the SRM program — an annual assessment producing a risk score by supplier. Guide 8
expands this foundation into a comprehensive supply chain risk management program that
covers the full supply chain system: supplier risk, network risk, geographic concentration,
logistics risk, cyber risk, and natural catastrophe exposure. MIC is prompted to act by a near-
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miss supply disruption when its primary steel supplier experiences a fire at its main rolling

mill.

Section 1: Supply Chain Risk Management Fundamentals

Defining Supply Chain Risk

Supply chain risk is the potential for an event or condition to negatively affect the flow of materials,

information, or money through the supply chain in ways that damage financial performance, customer

service, or operational continuity. Risk is distinct from uncertainty: uncertainty is not knowing what will

happen; risk is uncertainty combined with potential consequence — the product of probability and impact.

Supply chain risk management (SCRM) is the systematic process of identifying, assessing, treating, and
monitoring risks across the supply chain to reduce the frequency and magnitude of disruptions and to

improve the organization's ability to recover when disruptions occur. Itis distinct from crisis management
(responding to disruptions in progress) and business continuity planning (maintaining operations during

disruptions), though it encompasses both.

The Risk Management Process

Process Step Activity

1. Risk
Identification

Systematically identify all potential
supply chain risks across all
categories: supplier, logistics,
geographic, cyber, regulatory, ESG,
and demand-side

2. Risk Evaluate each identified risk on two

Assessment dimensions: probability of
occurrence (likelihood) and impact if
it occurs (consequence). Calculate
risk score = probability x impact.

3. Risk For each high-priority risk, select a

Treatment treatment strategy: avoid, reduce,

Selection transfer, or accept. Develop specific

mitigation plans for reduce and
transfer strategies.

Output

Comprehensive risk
inventory; risk register
(initial)

Prioritized risk register with
risk scores; risk heat map;
high-priority risk list

Mitigation plans for each
high-priority risk; risk
treatment budget; residual
risk assessment

Cadence

Annual full
review;
continuous
monitoring for
emerging risks;
triggered by
disruption events

Annual for full
portfolio;
quarterly for
high-priority
risks; trigger-
based for
emerging threats

Annual planning
cycle;
implementation
ongoing;
quarterly status
review
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4. Risk Track leading indicators and early Updated risk register; risk Continuous
Monitoring warning signals for each high-priority dashboard; escalation monitoring for
risk; update risk register as notifications; post-event triggers; monthly
conditions change; escalate risk reassessment dashboard
emerging risks update; quarterly
management
review
5. Disruption When a risk event occurs: activate Incident log; response Event-triggered;
Response response protocol; execute timeline; business impact post-event
containment actions; communicate assessment; lessons debrief within 30
with stakeholders; recover learned report days
operations; capture lessons learned
6. Program Annual review of risk management Annual program report; Annual
Review and program effectiveness; update risk updated risk register;
Improvement register with new risks; assess program improvement plan

adequacy of mitigation plans based
on near-misses and actual events

RISK vs. UNCERTAINTY: THE PRACTICAL DISTINCTION

Known risks can be managed — their probability estimated, their impact modeled, and
mitigation strategies designed. Pure uncertainty cannot be managed in the same way — but it
can be managed through resilience: building the organizational capability to detect, respond
to, and recover from unexpected events regardless of their specific nature. The most resilient
supply chains manage known risks explicitly and build adaptive capacity for unknown events.
A supply chain risk management program that only identifies and mitigates known risks
misses half the resilience equation.

Section 2: Supply Chain Risk Taxonomy

A comprehensive risk taxonomy ensures that risk identification is systematic rather than selective. Without

a structured framework, organizations consistently identify the risks that are most recently salient (last
year's disruptions) while missing chronic or emerging risks that have not yet materialized. The taxonomy
below covers the full scope of supply chain risk across seven major categories.

Risk Category Specific Risk Types Primary Early Warning Signals
Impact
Supplier Risk Financial distress; Supply D&B rating change; payment term
operational failure (fire, interruption; extension requests; management
flood, equipment failure); quality turnover; quality escapes
quality system failure; key degradation; increasing; trade press reports;
personnel loss; ownership costincrease; labor relations news

change (acquisition,
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Geographic
and
Geopolitical
Risk

Logistics and
Transportation
Risk

Demand Risk

Cyber and
Technology
Risk

Regulatory and
Compliance
Risk

management buyout); labor
dispute; sole-source
dependency without backup

Natural disasters
(earthquake, flood,
hurricane, wildfire); political
instability; conflict; trade war
and tariff escalation; export
controls; sanctions; currency
crisis; regulatory change

Port congestion or closure;
carrier bankruptcy or
capacity withdrawal,;
infrastructure failure (bridge
collapse, canal blockage);
fuel price spike; labor dispute
at critical logistics nodes;
last-mile disruption

Sudden demand surge
beyond supply capacity
(product viral moment,
pandemic demand shift);
sudden demand collapse
(recession, technology
obsolescence, regulatory
ban); customer
concentration risk (major
customer loss)

Ransomware attack on
supply chain systems (ERP,
WMS, TMS); data breach
affecting supply chain data;
supplier IT system failure
affecting order management
or manufacturing; critical
technology system failure

New import/export
regulations; environmental
compliance requirements;
product safety regulations;
trade compliance (anti-
bribery, conflict minerals);
data privacy regulations
affecting supply chain data

relationship
disruption

Supply
interruption;
costincrease;
compliance
violation;
access loss to
critical
materials or
markets

Delivery delays;
freight cost
spike;
customer
service failure;
inventory
stockout

Stockout
(demand surge)
or excess
inventory and
obsolescence
(demand
collapse);
revenue loss

Operational
shutdown; data
loss; order
management
failure;
financial fraud;
reputational
damage

Compliance
violation; fines;
import/export
privilege
suspension;
reputational
damage;
product recall

Moody's/EIU country risk ratings;
trade policy monitoring; weather
pattern monitoring; geopolitical
intelligence services

Port congestion metrics (import
dwell time); carrier financial health;
infrastructure condition reports;
labor negotiation calendars

Customer order pattern changes;
market intelligence; consumer
trend signals; competitor product
launches; regulatory proposals

Cybersecurity assessment results;
vulnerability disclosure news for key
systems; supplier IT incident
reports; dark web monitoring

Regulatory monitoring services;
trade association alerts;
government rulemaking
publications; pending legislation
tracking
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ESG and Supplier labor violations Customer and Third-party social audit findings;
Reputational (child labor, forced labor, investor NGO reports; media monitoring;
Risk unsafe conditions); relationship investor ESG questionnaire
environmental violations in damage; responses; supply chain
supply chain; sustainability regulatory transparency disclosure gaps

commitments not met; social action; brand

media amplification of supply damage; loss

chain failure of operating
licensein
certain markets

The most reliable bias in supply chain risk identification is availability bias: the tendency to
over-weight risks that have recently occurred and under-weight risks that have not. After a
supplier fire causes a disruption, organizations add "supplier facility fire" to their risk register
and implement mitigations. They do not add "pandemic-induced global logistics collapse"
because that has not happened recently. Systematic risk identification requires using a
structured taxonomy to force consideration of categories that have not recently materialized
— not just a brainstorming session that produces a list anchored to last year's incidents.

Section 3: Risk Assessment and Quantification

Risk assessment transforms the risk inventory from a list of concerns into a prioritized action agenda.
Assessment requires evaluating two dimensions for each identified risk: the probability that the risk event
will occur in a defined time horizon, and the impact to the organization if it does occur. The product of
these two dimensions produces the risk score that drives prioritization.

Probability and Impact Scales

Probability and impact are most practically assessed on ordinal scales (1 to 5) rather than attempting
precise numerical probability estimates that are rarely defensible for low-frequency, high-consequence
supply chain events. The scales below are a practical standard for supply chain risk assessment.

Score Probability Frequency Impact Business Consequence
(Likelihood) Interpretation (Consequence)
1 Very Low / Less than once in Negligible Minimal financial impact (<$50K); no
Remote 10 years; no known customer impact; brief operational
precedentin disruption <24 hours
industry
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2 Low / Unlikely
3 Moderate /
Possible
4 High / Likely
5 Very High /

Near Certain

The Risk Heat Map

has occurred in
industry but rare

Oncein 2-5 years;
has occurred at
similar
organizations;
plausible given
current conditions

Once per year or
more; has
occurred at this
organization or
close analogs;
known active risk

Major

Multiple times per
year; currently
active risk
condition;
essentially certain
to occur

Moderate

Catastrophic

Limited financial impact ($50K-
$250K); minor customer impact;
disruption 1-3 days; recoverable
within a week

Significant financial impact ($250K-
$1M); customer service failures;
disruption 1-2 weeks; recovery weeks
to months

Severe financial impact ($1M-$5M);
significant customer losses;
disruption weeks to months; recovery
months

Critical financial impact (>$5M);
major customer defections; extended
supply failure; recovery >6 months;
existential risk

The risk heat map plots each assessed risk on a probability-impact grid, creating an immediate visual

representation of the risk portfolio that management can act on. The heat map divides the grid into risk
zones that guide prioritization and treatment decisions.

Heat Map Zone

Probability x Impact

Risk Score
Range

Management Action Required

Critical (Red)

High (Orange)

Medium (Yellow)

High-to-Very High Probability
AND High-to-Catastrophic
Impact

Moderate-High Probability
OR Major-Catastrophic
Impact

Low-Moderate Probability
AND Moderate-Major Impact

12-25

4-7

Immediate executive attention;
active mitigation in progress or
initiated within 30 days;
quarterly risk owner review;
specific contingency plan
required

Active management; mitigation
planin place; semi-annual
executive review; contingency
scenarios developed

Monitor actively; mitigation
planned for next annual cycle;
included in operational risk
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review; contingency options
identified
Low (Green) Low Probability AND Minor- 1-3 Accept or monitor passively;
Moderate Impact include in annual risk review;

no immediate mitigation
required unless risk score
changes

Risk Quantification: Moving Beyond Scores

Ordinalrisk scores are essential for prioritization but insufficient for investment decision-making.
Organizations must invest in risk mitigation, and investments require financial justification. Risk
quantification converts qualitative risk assessments into financial terms that enable comparison of
mitigation investment against expected risk cost reduction.

Expected Annual Loss (EAL) = Annual Probability x Financial Impact

Example: A key supplier has a 15% annual probability of a supply disruption lasting 4-6 weeks. The
estimated financial impact of a 4-6 week disruption (production downtime, expediting cost, lost sales,
customer penalties) is $2.8M. Expected Annual Loss = 0.15 x $2.8M = $420,000. A dual-sourcing
investment that reduces the probability from 15% to 5% saves: $420,000 - ($140,000 EAL at 5%) =
$280,000 per year in expected loss. If the dual-sourcing investment costs $180,000 (qualification, tooling,
relationship management), the payback period is less than one year.

Risk Scenario Annual Estimated Expected Proposed Mitigation Mitigation Post-
Probability Financial Annual Loss Cost Mitigation
Impact (EAL) EAL
Steel supplier rolling 12% $3.2M (6-week  $384K Qualify dual source; $220K/yr $96K (3%
mill fire (sole source) shutdown) hold 8-week strategic  (qualification residual)
buffer stock +inventory
carry)
Major cyberattackon 8% $1.8M (2-week  $144K Cybersecurity $95K/yr $29K (2%
ERP system operational investment; offline residual)
disruption) backup systems;
incident response
plan
Primary logistics hub ~ 20% $850K (3-week  $170K Establish alternate $45K/yr $34K (4%
disruption (port delay to routing; pre-negotiate  (safety stock  residual)
strike) customer inland routing bypass; carry +
orders) safety stock increase planning)
for 3 weeks at risk
SKUs
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Tariff escalation on
imported steel

(+25%)

25% $1.4M/yr $350K/yr
ongoing (cost ongoing
increase on
$5.6M steel
spend)

Dual-source:

domestic supplier
qualification; long-
term contracts with

price caps

$180K/yr
(domestic
premium +
qualification)

Note: Risk quantification is inherently imprecise — the value is in structured thinking and relative

comparison, not false precision. Financial impact estimates should be developed with Finance and

validated against actual disruption costs from prior events where available. The framework enables
rational resource allocation across risk mitigation investments.

Section 4: Risk Treatment Strategies

Risk treatment is the selection and implementation of actions to modify risk. The four primary treatment

strategies — avoid, reduce, transfer, and accept — apply at different points on the probability-impact

spectrum and require different types of action. Treatment selection should be based on the expected value

analysis: which treatment delivers the greatest reduction in expected loss for the least cost?

Treatment

Strategy

Application

Supply Chain
Examples

Limitations

Avoid

Reduce

Eliminate the risk by not
engaging in the activity
that creates it; change
the design of the supply
chain to remove the risk
source

Implement actions that
lower the probability of
occurrence, reduce the
impact if it occurs, or
both

Extreme risks
(very high
probability AND
catastrophic
impact) where no
cost-effective
mitigation exists

Most supply
chain risks; the
primary
treatment
strategy for the
majority of
identifiable risks

Exit a sole-source
supplier relationship
before failure; decline
to source from
geopolitically
unstable regions;
refuse to use a carrier
with poor safety
record

Dual-source critical
suppliers; hold buffer
inventory for sole-
source items;
geographic
diversification of
sourcing; supplier
financial monitoring
programs; production
redundancy

Avoidance
often means
forgoing the
benefit that
came with the
risk; not all
risks can be
avoided
without
unacceptable
operational
constraints

Reduction
requires
investment;
residual risk
remains;
must balance
reduction
cost against
expected loss
reduction
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Transfer

Accept

Shift the financial
consequence of the risk
to another party through
contracts, insurance, or
financial instruments

Consciously decide to
bear the risk without
mitigation; appropriate
when the cost of
mitigation exceeds the
expected loss

Risks with
unpredictable but
insurable
financial
conseguences;
situations where
supply chain
partners can bear
the risk more
efficiently

Low-priority risks
(low heat map
score) or risks
where mitigation
cost is prohibitive
relative to
expected loss

Cargo insurance;
supply chain
disruption insurance;
supplier performance
bonds; force majeure
contract provisions;
currency hedging;
commodity price
hedging

Accept minor delivery
delays from low-
spend, easily
substituted suppliers;
accept small
probability of spot
freight premium for
non-critical items;
accept some demand
forecast error in non-
critical SKUs

Transfer does
not eliminate
operational
disruption —
only the
financial
consequence;
insurance
premiums are
a cost; some
risks are
uninsurable
or
prohibitively
expensive to
insure

Acceptance
must be
conscious
and
documented
—not the
same as
ignoring the
risk; accepted
risks must be
monitored for
score
changes that
might change
the treatment
decision

The Resilience Strategy Toolkit

Beyond the four treatment strategies, supply chain resilience thinking has developed a specific toolkit of
operational strategies that build adaptive capacity — the ability to respond effectively to disruptions whose
specific form was not anticipated. These strategies are complements to specific risk mitigation, not
substitutes for it.

Description Cost vs. Efficiency

Trade-off

Best Application

Resilience Strategy

Redundancy Maintaining backup capacity,
inventory, or supplier
relationships that can be
activated when primary

sources fail

High: redundancy means
paying for capacity that
is idle during normal
operations

Critical supply chain
nodes where failure
impact justifies the
cost; strategic items
with no rapid
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Flexibility

Visibility

Velocity

Collaboration

Designing the supply chain to
be reconfigurable — able to
shift volumes between
suppliers, routes, or facilities
as conditions change

Real-time supply chain
monitoring: upstream
supplier capacity and risk
signals, in-transit shipment
status, downstream demand
signals, inventory positions
across the network

Compressing lead times and
increasing supply chain
speed so that recovery from
disruption is faster; reduces
the duration and severity of
disruption impact

Deep information sharing and
joint planning with key supply
chain partners (suppliers,
logistics providers,
customers) to create shared
situational awareness and
coordinated response
capability

Medium: flexibility
requires investment in
multi-source
qualification and cross-
trained operations but
does not always require
idle capacity

Low-Medium: visibility
technology investment
with high leverage on
response speed when
disruptions occur

Low-Medium: lead time
reduction often has
efficiency co-benefits
through inventory
reduction

Low: relationship and
process investment;
high leverage on both
risk prevention (shared
early warning) and
response coordination

alternative;
production capacity
for key products

Organizations with
complex, dynamic
supply chains;
industries with
frequent disruption
(electronics, fashion,
food)

All supply chains;
visibility is the
prerequisite for
effective response;
cannot respond to
what you cannot see

Operations with long
lead times and high
variability; wherever
recovery speed
matters more than
steady-state
efficiency

Strategic supplier and
customer
relationships;
organizations where
disruption at one level
rapidly propagates to
others

Section 5: Supply Chain FMEA

Failure Mode and Effects Analysis (FMEA) is a structured methodology for systematically identifying
potential failure modes in a process or system, assessing their effects and causes, and prioritizing risk
reduction actions. Originally developed for product and process design in manufacturing (where it remains
a standard quality tool), FMEA has been adapted for supply chain risk management as a rigorous, bottoms-
up approach to failure identification that complements top-down risk assessment.

The Supply Chain FMEA Methodology

Supply chain FMEA maps each supply chain process step, identifies all potential failure modes at each
step, assesses the severity of each failure, the likelihood of occurrence, and the ability to detect the failure
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before it causes harm. The Risk Priority Number (RPN) = Severity x Occurrence x Detection guides

prioritization of improvement actions.

FMEA Element

Process Step

Failure Mode

Effect of Failure

Severity (S)

Cause of Failure

Occurrence (O)

Current Controls

Detection (D)

Risk Priority Number
(RPN)

‘ Definition

The specific supply chain
activity being analyzed

The specific way the process
step could fail to perform its
intended function

The consequence of the
failure mode on the supply
chain system or end
customer

How serious is the impact if
the failure occurs? Rated 1
(negligible) to 10
(catastrophic/safety)

The specific mechanism that
produces the failure mode

How frequently does this
failure mode occur? Rated 1
(remote) to 10 (almost
certain)

Existing mechanisms that
detect or prevent the failure

How likely is the current
control system to detect the
failure before it reaches the
customer? Rated 1 (certain to
detect) to 10 (impossible to
detect)

RPN = Severity x Occurrence
x Detection. Higher RPN =
higher priority for corrective
action

Supply Chain FMEA: Worked Example

The following table shows a partial Supply Chain FMEA for MIC's inbound procurement process, illustrating

Scale

N/A

N/A

N/A

N/A

N/A

1-1000

Example

"Supplier ships order" —the
process step being evaluated

"Supplier ships incorrect quantity
(short shipment)"

"Production line shortage; missed
customer shipment; expediting
required"

7: Significant customer impact;
production delay; recovery cost
$50K-$500K

"Forecast inaccuracy
communicated to supplier;
supplier picking error; inventory
record inaccuracy at supplier"

4: Occurs occasionally; known to
happen but not routine (approx. 1
in 200 shipments)

"Purchase order
acknowledgment; ASN matching;
receiving inspection against PO"

5: Moderate detection —
receiving inspection catches
most shortfalls but ASN
discrepancies are not always
resolved before product needed

7 x4 x5 =140 (moderately high;
investigate corrective action)

how FMEA reveals hidden risk priorities that standard risk assessment may miss.
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Process Step

Failure Mode

Current Control D | RPN

Recommende
Action

Supplier
production

Demand
planning to
supplier

Inbound
transportation

Goods receipt
and
inspection

Inventory
management

Sole-source
supplier
production
halt (fire,
equipment
failure)

Forecast
significantly
understated
(>25% below
actual)

Critical
shipment lost
or severely
delayed
(carrier failure,
customs hold)

Defective
material
accepted and
sent to
production

WMS location
error causes
wrong item
picked for
production

Complete
supply
stoppage;
production
line
shutdown;
customer
shipment
failure

Supplier
under-
produces;
shortfall at
plant;
expediting or
stockout

Parts
shortage;
production
delay;
customer
penalty

Production
defect;
customer
quality failure;
warranty
claim

Wrong
componentin
assembly;
production
rework;
customer
quality failure

No alternative
source; single
facility
dependency

S&OP process
failure; demand
signal
inaccuracy; no
supplier forecast
sharing

Carrier capacity
failure; customs
documentation
error; port
congestion

Inadequate
incoming
inspection;
inspection
protocol not
followed;
sampling rate
too low

IRA below 99%;
incorrect put-
away; unscan
confirmation

3

Annual facility
audit; supplier
BCP review

Monthly
forecast
revision; S&OP
process

Shipment
tracking; TMS
status alerts

Incoming
inspection;
supplier PPM
tracking

Cycle counting;
WMS scan
confirmation

4

189

140

96

72

96

Qualify second
source; hold 6-
week strategic
buffer; require
supplier BCP
update

Share 12-week
rolling forecast
with Tier 1
suppliers; early
warning
protocol for
>15% demand
change

Dual carrier
qualification fo
critical lanes;
enhanced
customs
documentation
review; safety
stock for high-
risk lanes

Risk-based
inspection:
increase
sampling for
new suppliers
and following
CAR events;
first-article
inspection for
engineering
changes

Improve IRA to
>99.5%;
mandatory
dual-scan (iten
and location)
for Aitems;
random audit o
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completed put-
aways

BEST PRACTICE: FMEA AS A TEAM EXERCISE, NOT A DESK ANALYSIS

Supply chain FMEA produces the most comprehensive and accurate failure identification
when conducted as a structured workshop with cross-functional participants: procurement,
supply planning, quality, operations, logistics, and finance. Each function brings visibility to
failure modes that others may not recognize from their vantage point. A logistics manager
knows that certain lanes are prone to weather delays. A quality engineer knows which
supplier processes are most variable. A supply planner knows which items are closest to the
edge of safety stock. Desk-based FMEA conducted by a single analyst invariably misses
failure modes that only practitioners with direct operational experience would identify.

Section 6: The Risk Register

The risk register is the central repository of all identified, assessed, and managed supply chain risks. It is

the operational document through which the risk management program is executed: risks are entered

when identified, assessed periodically, assigned treatment actions and owners, and monitored for status

and change. Without a disciplined risk register, risk management is a series of conversations that produce

no sustained action.

Risk Register Structure
Field Content
Risk ID Unique identifier (e.g., SC-001)

Risk Category From standard taxonomy (supplier,
geographic, logistics, cyber,

regulatory, ESG, demand)

Risk Description Clear, specific description of the risk

event: what happens, where, when

Supply Chain Impact
Area

Which supply chain function or node
is affected: specific supplier, logistics
lane, facility, product family

Probability Score (1-5)  Current assessed probability on

standard scale

Impact Score (1-5) Current assessed impact on standard

scale

| Why It Matters

Enables tracking and reference across
documents and discussions

Enables portfolio analysis by category;
identifies concentration of risk in
specific areas

Ambiguous risk descriptions produce
ambiguous assessments and
ambiguous actions

Enables impact analysis; connects risk
to specific operational elements

Drives heat map position and
prioritization

Drives heat map position and
prioritization
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Risk Score

Heat Map Zone

Expected Annual Loss

Risk Owner
Treatment Strategy
Mitigation Actions

Residual Risk Score

Last Review Date

Risk Status

Probability x Impact

Critical / High / Medium / Low based
on score

Financial quantification of risk:
probability x estimated financial
impact

Named individual accountable for
monitoring and treatment of this risk

Avoid / Reduce / Transfer / Accept

Specific actions, owners, and due
dates for implementing treatment

Probability x Impact after mitigation is
implemented

When was this risk last assessed and
reviewed?

Active / Monitoring / Mitigated /
Accepted / Closed

Primary prioritization metric

Drives treatment urgency and
management attention level

Enables investment justification for
mitigation actions

Accountability is essential; shared
ownership is no ownership

Documented strategic choice for this
risk

Converts strategy to execution;
enables tracking of progress

Confirms that mitigation is sufficient;
identifies if additional treatment is
required

Ensuresrisk register does not become
stale; triggers required reassessment

Tracks lifecycle of each risk; enables
portfolio view of program progress

Risk registers are created with good intentions and subsequently abandoned. The most
common failure pattern: the initial risk assessment produces a thorough register; risks are
assigned to owners; mitigation actions are planned; and then the register is never opened
again. Risk conditions change, mitigation actions are not executed, and new risks emerge
without being captured. Arisk register that is not reviewed at least quarterly for high-priority
risks and annually for the full portfolio is not a risk management program — it is a document
that provides false comfort that risk management is happening when it is not. Schedule the

reviews; require them; audit completion.

Section 7: Business Continuity Planning for Supply Chain

Business continuity planning (BCP) is the organizational process of developing, documenting, and testing
the plans that enable the organization to continue operating during and after a significant disruption.
Supply chain BCP specifically addresses the disruptions that affect the flow of materials, production
capability, and product delivery — and the plans that maintain those flows, or restore them quickly, when
normal operations are interrupted.

16|Page



Six Sigma

Kaizen

BCP Structure for Supply Chain

BCP Component

Critical Product
Identification

Critical Supply Node
Mapping

Disruption Scenarios

Response Plans by
Scenario

Alternative Source
Identification

Inventory Buffer
Strategy

Communication Plan

Content

Which products, if
unavailable for 2-4 weeks,
would cause unacceptable
customer impact or financial
loss? These are the priority
focus of supply chain BCP.

For each critical product,
map every supply node from
raw material to delivery:
critical suppliers (especially
sole-source), critical logistics
routes, critical production
facilities

Define the specific disruption
scenarios that BCP
addresses: critical supplier
failure, primary DC
unavailable, major logistics
route closed, key production
facility down

For each disruption scenario:
who activates the plan; what
are the immediate actions
(hours 0-24); what are the
short-term actions (days 2-7);
what are the recovery actions
(weeks 2-8)

For each critical supplier:
qualified alternative sources;
estimated qualification time
if not pre-qualified; maximum
lead time for emergency
qualification

For each critical product:
safety stock held specifically
as disruption buffer; trigger
point for activating buffer
stock; replenishment plan
after drawing down buffer

Who communicates with
whom during a disruption:
internal escalation path;

Development
Owner

Supply Chain +
Sales + Finance

Supply Chain
Planning +
Procurement

Supply Chain +
Risk Management

Supply Chain +
Operations +
Procurement

Procurement

Supply Chain
Planning +
Finance

Supply Chain +
Communications
+ Sales

Test Frequency

Annual review; update
when product portfolio
changes

Annual review; update
when supply base or
network changes

Annual scenario review;
add new scenarios based
on risk register updates

Tabletop exercise
annually; live drill every 2-
3years

Annual review; update
when supply base changes

Annual review; coordinate
with inventory
optimization program

Annual review; testin
tabletop exercise
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Recovery Metrics and

Timeline

customer communication
protocol; supplier
communication; executive
notification

What is the target time to

restore normal operations for

each scenario; what are the
milestone metrics that
confirm recovery progress

Supply Chain +
Finance

BEST PRACTICE: TEST YOUR BCP BEFORE YOU NEED IT

A business continuity plan that has never been tested is a hypothesis, not a plan. Tabletop
exercises — structured scenario walkthroughs where the response team works through a
simulated disruption scenario in a conference room — are the minimum test standard. They
reveal gaps in the plan, unclear responsibilities, missing contact information, and unrealistic
timeline assumptions without the consequences of a real event. For organizations where
supply chain disruption has existential potential, live drills (actually activating parts of the
plan with real actions) provide a higher level of validation. The time investment in BCP testing
is consistently recovered in faster, more effective response when real disruptions occur.

Recovery Time Objectives and Recovery Point Objectives

Annual review; update
based on lessons learned
from actual events

Recovery Time Objective (RTO) is the maximum acceptable time between a disruption and the restoration

of normal operations. Recovery Point Objective (RPO) is the maximum acceptable amount of data loss or
operational backlog measured in time. Both parameters should be defined for each critical supply chain
scenario based on customer tolerance and business impact.

Key Recovery Action ‘ MIC Application

Disruption Scenario

Critical sole-source
supplier production
halt

Primary DC
unavailable (fire,
flood)

RTO Target RPO Target
4-6 weeks Zero: all
(time to historical
qualify and orders must
activate be

second recoverable
source)

72 hours to 24 hours
temporary (last WMS
operations; backup)
4-6 weeks to

full

restoration

Activate pre-
positioned strategic
buffer stock; initiate
emergency
qualification of
alternate supplier

Activate overflow DC
at Plant 1; redirect
inbound shipments;
notify customers of
temporary service
adjustment

Steel supplier fire:
buffer stock covers 6
weeks; second
source qualification
initiated in 24 hours

Hub DC disruption:
Plant 1 storage
activates as
temporary DC; 72-
hour SLA
communicated to
customers
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Critical IT system
failure (ERP down)

Primary logistics route
disruption (port
closure)

Major customer
demand spike (>50%
above plan)

8 hours to
manual
operations
mode; 48
hours to
system
restore

48 hours to
alternate
routing; 2-3
weeks to
normalize
transit times

1 week to
initial supply
response; 6-
8 weeks to
full supply

4 hours (last
backup)

Zero: no
orders lost,
only delayed

Not
applicable
(demand
event)

Manual order
processing
procedures activated;
offline pick lists;
manual receiving

Activate alternate
routing through
secondary port; inland
rail diversion;
customer
communication on
delay

Activate supplier
capacity reservation
agreements;
accelerate
production;
implement allocation
plan

Section 8: Disruption Response — From Detection to Recovery

ERP outage: paper-
based order
processing
procedures tested
quarterly

Gulf Coast port
closure: alternate
Great Lakes routing
pre-contracted; 48-
hour rerouting SLA

Demand surge: Tier 1
supplier capacity
reservation for 120%
of normal plan;
allocation protocol by
customer priority

Even the most rigorous risk management program will not prevent all supply chain disruptions. When
disruptions occur, the response capability — the speed, coordination, and effectiveness of the
organization's reaction — determines the ultimate business impact. Organizations with mature disruption

response capability consistently recover faster, lose fewer customers, and sustain lower financial losses
than those responding ad hoc.

The Disruption Response Framework

Response Phase

Timeline

Key Actions

Decision

Communication

Authority

Detection and Hours 0-4 Identify the disruption; Supply Chain
Notification assess initial scope and Manager or
severity; notify Supply Chain Risk Owner
Risk owner; begin impact
assessment; activate
monitoring of affected supply
nodes
Immediate Hours 4-24 Implement immediate Supply Chain

Containment

containment: hold

Director

Internal: Supply
Chain Director
notified; initial
assessment shared
with Supply Chain
leadership

Internal: executive
team briefed;
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Short-Term
Stabilization

Recovery
Execution

Post-Event
Review

Days 2-7

Weeks 2-8

Within 30
days of
resolution

production of affected items
if supply is interrupted;
activate buffer stock if
available; place emergency
orders; notify affected
customers proactively with

initial assessment

Execute BCP for this

disruption type; activate
alternative sources; redirect
logistics routes; implement

allocation if supply is

constrained; daily status

communication to
stakeholders

Implement recovery plan:
restore normal supply flow;
replenish depleted buffer
stocks; confirm customer
orders are being fulfilled;
track recovery metrics vs.

RTO targets

Conduct structured post-

event review: what

happened; what worked;
what did not work; what
changes to risk register, BCP,
or supply chain design are
indicated; capture financial

impact

Supply Chain
VP/COO
depending on
severity

Supply Chain
VP /COO

Supply Chain
Director + Risk
Owner

Finance alerted to
financial impact
potential; External:
affected customers
contacted with
honest, specific
initial
communication

Daily internal
status report;
customer-specific
communications;
supplier recovery
plan requested and
reviewed

Weekly recovery
status report;
customer
communication as
recovery
milestones are met;
supplier recovery
confirmation

Internal post-event
report with lessons
learned; risk
register updated;
BCP updated;
executive summary

THE MOST IMPORTANT DISRUPTION RESPONSE DECISION: WHEN TO COMMUNICATE

The instinct in a supply chain disruption is to wait until you have a complete picture before
communicating with customers — to avoid creating concern that turns out to be
unnecessary. This instinct consistently produces worse outcomes than proactive early
communication. Customers who are told at Day 1 "we are experiencing a supply disruption;
we do not yet know the full impact; we will have an update by Day 3" are in a better position
than customers who are told at Day 7 that their next three orders will be delayed. Early,
honest, specific communication — even with incomplete information — preserves the
relationship and gives customers time to respond. Late communication after the customer
has already discovered the problem themselves permanently damages trust.
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War Room Operations During Major Disruptions

For major disruptions affecting customer supply or production continuity, best-practice organizations
establish a dedicated "war room" — a cross-functional crisis management team with defined

membership, meeting cadence, and decision authority that operates until the disruption is resolved. The

war room replaces ad hoc escalation with structured daily management.

War room composition: Supply Chain Director (lead), Procurement Manager, Plant Operations
Manager, Logistics Manager, Customer Service Director, Finance Controller, Communications
representative

Meeting cadence: Daily during active disruption phase (first 2 weeks); every-other-day during
recovery phase; weekly until full recovery confirmed

Standard daily agenda: (1) Disruption status update from owner; (2) Supply position by critical
item; (3) Customer impact and communication status; (4) Recovery plan actions and milestone
status; (5) Resource and decision needs; (6) Communications plan for the next 24 hours

Decision rules: Define in advance what decisions the war room can make independently vs. what
requires executive escalation; eliminate ambiguity during the crisis

Documentation: Every meeting produces a written status report; all decisions documented with
rationale; timeline of events maintained for post-event review and insurance purposes

Section 9: Concentration Risk and Geographic Diversification

Concentration risk is the exposure created when a disproportionate share of supply, logistics, or
manufacturing is dependent on a single source, location, geography, or supplier. It is the supply chain
equivalent of an undiversified investment portfolio: an efficient strategy in normal conditions that becomes

catastrophically fragile when the concentrated source fails.

Measuring and Managing Concentration Risk

Concentration Measurement Risk Threshold Mitigation Approach

Type

Supplier % of direct spend with Single supplier > 30% of Dual-source policy for

Concentration top 1, 3, and 5 suppliers;  direct spend: elevated critical items; spend cap
sole-source spend as % risk. Sole-source items >  per supplier in strategic
of total direct spend 15% of critical spend: categories; alternative

high risk. supplier qualification
program

Geographic % of supply base (by Single country > 40% of Geographic diversification

Concentration spend) in each country direct material spend targets; near-shoring or
or region; % of (excluding domestic): friend-shoring strategy;
production in each elevated risk. Single
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Commodity
Concentration

Customer
Concentration

Logistics Route
Concentration

location; logistics route
dependency on single
geography

% of total spend on key
commodities (steel,
semiconductors, rare
earths, petroleum
derivatives); single
commodity supplier
dependency

% of revenue from top 1,
3, and 5 customers;
single customer >
threshold of revenue

% of freight volume
through single port,
carrier, or transportation
mode; sole-carrier lanes
for critical deliveries

logistics hub
dependency for >25% of
volume: high risk.

Single commodity > 20%
of COGS with high
supply risk (few sources,
geopolitical exposure):
high risk

Single customer > 25%
of revenue: elevated
demand-side risk. Single
customer > 40%: high
risk.

Single carrier > 60% of
freight volume in any
mode: elevated risk.
Single port for >30% of
import volume: elevated
risk.

alternate routing
qualification

Long-term supply
agreements with price
escalation caps;
commodity price hedging;
material substitution
research; strategic
reserves

Revenue diversification
strategy; customer-
specific contingency
plans; demand signal
sharing to improve joint
planning

Multi-carrier strategy;
alternate port
qualification; route
redundancy planning;
intermodal options
evaluated

COVID-19 accelerated significant reshoring and near-shoring interest from organizations that
discovered their extended global supply chains were extremely fragile. The reshoring
decision is not simple: offshore sourcing typically offers lower unit cost, and that cost
advantage must be compared against the fully-loaded cost of resilience (higher unit cost of
domestic or near-shore source + reduced safety stock requirement + lower logistics cost +
reduced supply risk premium). Total cost of supply, not unit cost, is the correct comparison.

For many categories, the total cost of domestic or near-shore supply is within 5-15% of
offshore supply — a gap that many organizations judge worth closing in exchange for
substantially improved resilience and supply chain visibility.

Section 10: Cyber Risk in Supply Chains

Cyber risk has become one of the most significant and fastest-growing supply chain risk categories. As
supply chains have become more digitally connected — with EDI, API, and cloud-based platforms linking
buyers, suppliers, logistics providers, and customers — the attack surface for cyber threats has expanded
dramatically. A cyberattack no longer needs to target the focal organization directly; it can enter through
any supply chain partner's systems and propagate through digital connections.
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Cyber Risk Type

How It Affects Supply
Chain

Real-World
Precedent

Mitigation Approach

Ransomware Attack
on Operations
Systems

Supply Chain
Software
Compromise
(SolarWinds-type)

Business Email
Compromise (BEC)

Third-Party/Supplier
Breach

Operational
Technology (OT)
Attack on
Manufacturing

ERP, WMS, TMS, or
manufacturing execution
systems encrypted;
operations halted or
severely degraded until
ransom paid or systems
restored

Attacker compromises a
trusted software vendor;
malicious code
distributed to vendor's
customers through
trusted update
mechanism

Attacker impersonates
supplier or executive via
email; requests
fraudulent payment to
attacker's account;
payment made before
fraud detected

Attacker compromises
supplier's IT systems;
uses supplier's trusted
connection to focal
organization to access
buyer's systems or data

Industrial control
systems, SCADA, or
manufacturing PLCs
attacked; physical
production processes
disrupted or
manipulated

NotPetya (2017):
Maersk lost an
estimated $300M;
Merck, FedEx, and
others severely
impacted.
Manufacturing
operations can be
halted for weeks.

SolarWinds (2020):
malicious code
distributed to 18,000
organizations through
trusted software
update; months of
undetected access to
critical systems

BEC is the #1 financial
cybercrime by total
losses: FBl reports
$2.7Bin U.S. losses in
2022 alone; supply
chain payments are
prime targets

Target data breach
(2013): accessed
through HVAC
contractor
credentials; 40M
credit card records
stolen

Colonial Pipeline
(2021): ransomware
on IT systems caused
precautionary OT
shutdown; 6-day
pipeline closure; fuel
supply disruption
across US Southeast

Offline/air-gapped backups
for critical systems; rapid
recovery procedures;
segmented IT architecture;
regular backup testing; cyber
insurance

Software supply chain
security assessment; vendor
security certifications;
application whitelisting;
anomaly detection in critical
systems

Multi-factor authentication;
callback verification for
payment changes; positive
pay; supplier bank detail
change verification protocol

Third-party cyber risk
assessment; network
segmentation from
suppliers; least-privilege
access for supplier
connections; supplier
security requirements in
contracts

IT/OT network separation;
OT-specific security
monitoring; access controls
on industrial systems;
regular OT security
assessment

BEST PRACTICE: SUPPLY CHAIN CYBER RISK IS NOT JUST AN IT PROBLEM

Supply chain cyber risk management requires collaboration between IT security and supply
chain operations — and most organizations fail on this integration. IT security teams often
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focus on the internal network perimeter without adequate visibility to the external-facing
digital connections that supply chains require. Supply chain teams often implement digital
integrations (EDI, API, supplier portals) without adequate IT security review. The most
effective supply chain cyber risk programs have a named supply chain cyber risk owner who
bridges IT security and supply chain operations, maintains visibility to all digital supply chain
connections, and ensures that new digital integrations are reviewed for security implications
before they are implemented.

Section 11: Case Study — Meridian Industrial Components Risk Management Program

MERIDIAN INDUSTRIAL COMPONENTS: BUILDING SUPPLY CHAIN RISK

MANAGEMENT FROM A NEAR-MISS

The Triggering Event: Steel Supplier Fire

In Month 14 of MIC's supply chain transformation, MIC's primary specialty steel supplier experiences a
significant fire at its main rolling mill. The mill produces approximately 60% of MIC's specialty steel alloy
requirements — a sole-source situation for several critical alloys used in MIC's highest-margin product
lines. The fire damages two rolling stands and a significant portion of the production floor.

MIC learns of the fire through a news alert, not a proactive supplier notification. By the time MIC's
procurement team calls the supplier's account manager, 11 hours have passed since the fire. The supplier
estimates 8 to 12 weeks to restore partial production. MIC has approximately 4 weeks of finished goods for
affected products and 2 weeks of raw material in plant storage.

MIC's CEO frames the situation precisely: "We are not in a crisis today only because we
happened to build 4 weeks of finished goods inventory in the last quarter. If we had hit that
inventory reduction target we were planning, we would have had 2 weeks of finished goods
and we would be calling customers right now to tell them we cannot ship." The CEO
commissions a formal supply chain risk management program immediately, with a mandate
to ensure that the next disruption is managed proactively rather than survived by luck.

Building the Risk Management Program

MIC's Supply Chain Director leads the risk management program build over 6 months. The program has
four workstreams running in parallel:
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Workstream Scope Lead Outcome
[
Supply Base Risk Apply 5-factor risk Procurement 8 suppliers rated High Risk (including
Assessment scoring model (from Director steel supplier); 22 rated Medium Risk;
Guide 5) to all 94 active mitigation plans for all High Risk
suppliers; categorize by suppliers within 90 days
risk tier; develop
mitigation plans for high-
risk suppliers
Network Map single points of Supply Chain 14 sole-source supply situations
Concentration failure across supply Planning Lead identified; 3 critical logistics route
Analysis chain network: sole- single points; 2 production process
source items, single- sole-capability situations
route logistics
dependencies, single-
facility production
chokepoints
Business Develop BCP fortop 5 Operations BCP for 5 scenarios developed; first
Continuity Plan disruption scenarios Director + tabletop exercise reveals 3 significant
Development based onrisk Supply Chain gaps (all corrected in BCP revision);
assessment findings; Director updated plan approved by CEO
tabletop exercise within
90 days of draft
completion
Supply Chain Conduct cross- Quality 23 failure modes identified with RPN >
FMEA functional FMEA Director + 75; 8 with RPN > 150 classified as
workshop covering Supply Chain priority; action plans for all 8 priority
inbound procurement, Director items within 60 days

production, outbound
fulfillment, and returns
processes

The Risk Register: Top 10 Risks at Program Launch

Risk Category Prob. Impact Treatment
Description
SC- Specialty steel  Supplier 3 5 15 Critical $480K Reduce: qualify
001 sole-source second source;
supplier 8-week buffer
production stock
failure (fire,
equipment,
financial)
SC- Cyberattack Cyber 3 4 12 Critical $288K Reduce: offline
002 on ERP/WMS backup; IR plan;
systems cyberinsurance
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causing
operational
shutdown
SC- Tariff
003 escalation on

SC-
004

SC-
005

SC-
006

SC-
007

SC-
008

SC-
009

imported steel
(+20-30%)

Primary hub
DC
unavailable
(fire, natural
disaster)

Primary LTL
carrier failure
(bankruptcy or
capacity
withdrawal)

Major
customer (28%
of revenue)
loss or
significant
order
reduction

Coastal port
closure (labor
dispute or
natural
disaster)
affecting
import steel

Specialty
coating
supplier
quality system
failure (sole
source, long
qualification
time)

Skilled welder
shortage
affecting
production
capacity at
Plant 2

Geopolitical

Operational

Logistics

Demand

Logistics/Geo

Supplier

Operational

4

12

10

12

Critical

High

High

High

High

High

Critical

$280K

$300K

$144K

$560K

$168K

$224K

$192K

Reduce:
domestic
supplier
qualification;
long-term price
caps

Reduce: Plant 1
overflow
activation plan;
offsite data
backup

Reduce: dual
carrier strategy;
spot broker
relationship

Reduce:
customer
diversification;
enhanced
relationship
management

Reduce: inland
routing
alternative;
Great Lakes port
qualification

Reduce: quality
audit increase;
second source
qualification
(18-mo
program)

Reduce: training
pipeline; cross-
training
program;
automation
assessment
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SC- Raw material Commodity 3 3 9 High $126K  Transfer:
010 price spike commodity
(specialty price cap
alloys) >15% clausesin
above contract supply
contracts;
hedging
assessment

12-Month Program Results

Pre-Program

Month 12

Improvement

Sole-source supply
situations (critical items)

High-risk suppliers with
active mitigation plan

BCP scenarios documented
and tested

Risk register currency
(reviewed in last 90 days)

Supply disruptions with <24
hour detection

Supply disruptions escalated
to executive within 2 hours

Estimated risk cost
avoidance (post-program)

14 identified

0 (no formal program)

Not applicable

Not tracked

Not tracked

Not measured

8 (6 dual-sourced
during year)

8 of 8 (100%)

5 scenarios
documented; 2
tabletop tested

95% of high-priority
risks reviewed on
schedule

3 disruptionsin
year; all detected
within 4 hours

2 of 3 events
escalated within 2
hours (1 on
weekend, delayed)

$1.1M (disruption
prevented + supply
alternative
activated x 2)

-43% sole-source
exposure

Full coverage of
identified high-risk
suppliers

Foundation established;

live drill planned for
Year 2

Governance discipline

established

Early warning system
effective

Protocol established
weekend escalation
procedure added

War room approach
effective on both Yea
disruption events

)

r1i

Section 12: Supply Chain Risk KPIs and Performance Management

KPI Definition Target Frequency ‘ Owner
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High-Risk Supplier % of high-risk suppliers (risk  100% Quarterly Procurement
Coverage score > 12) with active, / Risk
current mitigation plan
Sole-Source Exposure Sole-source spend (no <15% Quarterly Procurement
qualified backup) as % of
total critical direct spend
Risk Register Currency % of Critical and High risks >95% Quarterly SC Risk
reviewed within last 90 days Owner
Disruption Detection Average time from <4 hours for Tier Per event Supply
Time disruption onset to MIC 1 suppliers; <24 Chain
awareness (hours) hours for all Director
others
BCP Test Coverage % of critical disruption >80% Annual Operations +
scenarios tested (tabletop SC
or live) within last 12
months
Supply Disruption Number of supply Track trend; Monthly Supply
Frequency disruptions per quarter target year-over- Chain
affecting customer year reduction
shipments or production
Supply Disruption Average time from Track trend; Per event SC Risk
Recovery Time disruption onsettoreturnto  target <14 days Owner
normal operations (days) for medium
disruptions
Geographic % of direct spend in any <35% in any Annual Procurement
Concentration single high-risk country or single high-risk
region geography
Cyber Risk Assessment % of critical digital supply >90% Annual IT/SC

Coverage

chain connections covered
by security assessment

Section 13: Best Practices, Common Errors, and Tips

Ten Principles of Supply Chain Risk Excellence

# Principle Why It Matters

1 Risk assessment should be
systematic and taxonomy-driven,
not anchored to recent events

Availability bias consistently over-weights recent disruptions
and under-weights unexerienced but plausible risks; the
taxonomy forces comprehensive coverage

2 Quantify risk in financial terms to
enable rational investment in
mitigation

Expected Annual Loss calculations make mitigation investment
decisions comparable to other capital allocation decisions;
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qualitative heat maps alone cannot support investment
decisions
3 Assign a named risk owner to Risks without named, accountable owners are not managed;

every high-priority risk — shared
ownership is no ownership

accountability requires a specific individual, not a team or
function

4 Testyour business continuity plan  An untested BCP is a hypothesis; testing reveals gaps, unclear
before you need it — annually at responsibilities, and unrealistic timelines at a time when the
minimum cost of discovering them is low

5 Communicate with customers Early, honest communication preserves relationships; late
early and proactively during communication after the customer discovers the problem
disruptions — before they callyou destroys them

6 Treat concentration risk as a Adding safety stock to compensate for sole-source risk is a cost
structural vulnerability requiring increase that does not reduce the risk; dual-sourcing addresses
structural remediation the root cause

7 Build supply chain risk Risk management integrated with S&OP, supplier planning, and
management into the annual network design is more likely to be sustained than a standalone
planning cycle, not as a separate program that competes for attention
exercise

8 Include cyber risk in supply chain Supply chain digital connections (EDI, API, supplier portals) are
risk management —itis not solely attack vectors; supply chain managers must understand the
an IT domain cyber risk profile of their digital supply chain

9 Learn from near-misses as Near-misses contain the same systemic information as actual
rigorously as from actual failures but without the cost; organizations that investigate
disruptions near-misses learn faster and cheaper than those that wait for

the disruption

10 Resilience investments have Risk mitigation investments compete for capital with revenue-

demonstrable ROl — quantify and
communicate it

generating investments; EAL calculations and disruption cost
histories make the financial case for resilience

The Five Costliest Risk Management Failures

The pursuit of supply chain efficiency — lean inventory, single-source suppliers, low-cost
country concentration — is rational in isolation but produces systematic supply chain
fragility when taken to extremes. Every efficiency decision should be evaluated for its
resilience impact: what happens to the supply chain if this single source fails? If this
inventory level is maintained, how long before customers are affected by a supply
disruption? The efficiency-resilience trade-off is not resolved by choosing one over the other
— itis resolved by making the trade-off explicit and conscious rather than letting it
accumulate through a thousand individual decisions that collectively produce a fragile
system.
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The single most common risk management failure is excellent initial design and zero
sustained execution. Risk registers created in a workshop and then stored on a SharePoint
site contribute nothing to supply chain risk reduction. Risk conditions change — suppliers
deteriorate, geopolitical environments shift, logistics networks evolve, new cyber threats
emerge — and a static risk register becomes systematically inaccurate. Quarterly review of
high-priority risks and annual review of the full register, with required owner sign-off on each
risk status, are the minimum governance standards for a credible program.

Supply chain risk spans procurement (supplier risk), operations (production risk), logistics
(transportation risk), IT (cyber risk), finance (commodity and currency risk), and commercial
(customer concentration risk). Organizations that assign supply chain risk management
exclusively to procurement will produce a supplier-centric program that misses the majority
of the supply chain risk landscape. Cross-functional ownership — with supply chain risk as a
board-level agenda item in organizations with significant supply chain exposure — is the
governance structure that produces comprehensive coverage.

Near-misses are free lessons. An order that almost failed because the sole-source supplier
almost had a quality escape. A disruption that was avoided because an unusually large
safety stock happened to be on hand. A logistics failure that was caught just in time by an
alert freight manager. These events contain exactly the same structural information as actual
disruptions — they reveal vulnerabilities in the supply chain design — but they cost nothing.
Organizations that investigate near-misses with the same rigor as actual failures learn faster
and prevent more disruptions than those that only investigate after damage is done.

Safety stock is the most common resilience investment and the least efficient. Inventory is
expensive to hold, risks obsolescence, and does nothing to prevent or shorten disruptions —
it only delays the onset of the customer impact. A supply chain with 12 weeks of safety stock
on every item and no dual-sourcing, no logistics alternatives, and no BCP is not resilient — it
is slow to fail. True resilience combines appropriate inventory buffers with the structural
investments that address root causes: dual sourcing, geographic diversification, logistics
redundancy, and the organizational capability to detect and respond quickly to disruptions.
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QUICK REFERENCE: SUPPLY CHAIN RISK MANAGEMENT

Risk Assessment Matrix

Probability Score Impact 1 Impact 2 Impact 3 Impact 4 Impact 5
(Negligible) (Minor) (Moderate) (Major) (Catastrophic)

5 (Very High / Near 5—LOW 10 —MED 15—CRIT 20— CRIT 25— CRIT
Certain)

4 (High / Likely) 4—LOW 8 —MED 12 — CRIT 16 — CRIT 20— CRIT

3 (Moderate / 3—LOW 6 — MED 9 —HIGH 12 —CRIT 15— CRIT
Possible)

2 (Low / Unlikely) 2—LOW 4—LOW 6 — MED 8 — HIGH 10 — HIGH

1 (Very Low / 1—LOW 2—LOW 3—LOW 4—LOW 5—MED
Remote)

Zone Key: CRIT (Critical/Red) = 12-25; HIGH (High/Orange) = 8-11; MED (Medium/Yellow) = 4-7; LOW (Low/Green) = 1-
3

Risk Treatment Selection Guide

Risk Scenario Recommended Key Action

Treatment
Critical zone (score 12-25): Reduce (primary) or Immediate mitigation plan; executive
unacceptable as-is Avoid (extreme cases) sponsor; 30-day action initiation deadline
High zone (score 8-11): Reduce with specific Mitigation plan within 90 days; semi-annual
requires active management mitigation plan review; contingency options identified
Medium zone (score 4-7): Accept with monitoring Annual review; monitor for score changes;
monitor and plan or Reduce include in next planning cycle

opportunistically

Low zone (score 1-3): accept  Accept with passive Annual risk register review; no immediate
monitoring action required

Financial consequence risk Transfer via hedging, Engage Finance and Legal on transfer

(commodity, currency, credit) insurance, or contract mechanisms; quantify cost vs. expected loss
provisions

Redundancy opportunity: Reduce: dual-source for ROl calculation: dual-source qualification

dual-source vs. sole-source all Critical and High costvs. EAL reduction

supplier items
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FMEA Priority Reference

RPN Range ‘ Priority Required Action Timeline

|
>200 Critical Immediate corrective action; executive Action initiated within
notification; escalation within 24 hours 1 week
150 - 200 High Formal corrective action plan; assigned owner; Action plan within 2
monthly progress review weeks;
implementation within
60 days
75-149 Medium Corrective action considered; cost-benefit Action plan within 60
analysis; include in next improvement cycle days; implementation

within 6 months

<75 Low Accept or include in future improvement Annual FMEA review
planning; document and monitor cycle

Business Continuity Key Parameters

Parameter Definition ‘ MIC Typical Target
[
RTO (Recovery Time Maximum acceptable time to restore Tier 1 supplier failure: 4-6
Objective) operations weeks; IT system: 8-48 hours;
DC: 72 hours

RPO (Recovery Point Maximum acceptable data or ERP: 4-hour backup cycle;

Objective) operational backlog loss WMS: 24-hour backup

BCP Test Frequency How often each scenario is formally Tabletop: annually; Live drill:
tested every 2-3 years

Customer Communication Maximum time from disruption to <4 hours for Tier 1 customers;

SLA customer notification <24 hours for all customers

Executive Escalation SLA Maximum time from detection to <2 hours during business hours;
executive notification for major <4 hours on weekends
disruptions

Sources and Further Reading
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Sheffi, Y. The Resilient Enterprise: Overcoming Vulnerability for Competitive Advantage. MIT Press. The
foundational academic and practitioner work on supply chain resilience; case studies of real disruptions
and the organizational capabilities that enabled fast recovery.

Chopra, S. & Sodhi, M.S. (2004). "Managing Risk to Avoid Supply-Chain Breakdown." MIT Sloan
Management Review, Fall 2004. Seminal taxonomy of supply chain risks and mitigation strategies;
foundational reading for supply chain risk practitioners.

Lee, H.L. (2004). "The Triple-A Supply Chain." Harvard Business Review, October 2004. The Agility,
Adaptability, and Alignment framework for supply chain resilience; complements risk management with
the broader resilience design principles.

ISO 31000: 2018 Risk Management Guidelines. International Organization for Standardization. The
international standard for risk management processes; provides the framework within which supply chain
SCRM programs should be designed.

COSO Enterprise Risk Management Framework (2017 Update). Committee of Sponsoring Organizations.
Enterprise risk management framework within which supply chain risk should be embedded; useful for
aligning SCRM with broader organizational risk governance.

Resilinc: resilinc.com. Supply chain risk intelligence platform and annual EventWatch report documenting
supply chain disruption trends, average recovery times, and disruption cost data by event type; essential
for empirical grounding of risk assessment.

Everstream Analytics: everstream.ai. Supply chain risk intelligence with predictive risk signals; annual
Global Risk Report providing geopolitical, climate, and industry-specific risk forecasts for supply chain
planning.

Business Continuity Institute (BCI): thebci.org. Professional organization for business continuity
practitioners; Good Practice Guidelines; annual Supply Chain Resilience Survey benchmarking BCP
maturity across industries.
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