OPERATIONAL SECURITY & RESILIENCE

The new reality of critical material supply chains.
When national security meets the industrial floor.
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The newsletter for executives who prefer honest diagnosis over comfortable geopolitical denial.

The Problem: The Fragility of Global Dependence

For years, the manufacturing floor has operated on an unspoken assumption: that if a component is
needed today, it will be available tomorrow because the global market is vast and fluid. We treated
supply chain management as a procurement exercise—a matter of finding the best price from the most
convenient source. This was not just optimism; it was a failure to recognize the difference between

"availability" and "resilience."

I have seen production lines grind to a halt because a single, specialized magnet or a specific grade of
neodymium wasn't available for months. In those moments, we realized that our "just-in-time" model
was built on a foundation of sand. We weren't just dealing with logistics; we were facing the reality of

physical scarcity and geographic monopoly.
We must name this failure: The Just-in-Time Mirage.

Just-in-time is an excellent tool for optimizing inventory, but it becomes a liability when applied to
materials that are geographically concentrated or difficult to refine. When you rely on a distant, single-

source refinery for critical minerals like Rare Earth Elements (REEs) or battery metals, you aren't



managing a supply chain; you are outsourcing your operational risk to someone who doesn't care about
your production schedule. A shortage isn't just a "delay" in this context—it is a fundamental break in the
manufacturing process that no amount of clever logistics can fix once the physical material is missing

from the bin.

What is Actually Happening with Critical Materials?

In many boardrooms, there is a comfortable narrative about how market forces will eventually balance
out supply and demand. They believe that if one source fails, another will step up. This is often an
excuse to avoid making difficult, upfront investments in local infrastructure.

On the shop floor, however, we know that "eventually" doesn't help when a line stops today. The reality
of critical materials isn't about market fluctuations; it’s about physical bottlenecks and the stringent
purity requirements of modern manufacturing. If your part requires a specific chemical signature to
function reliably in an electric motor or a high-precision sensor, you cannot simply swap out one source

for another without extensive re-qualification.

The Comforting Rationalization The Industrial Reality

"The global market will balance itself if Geopolitical shifts and physical scarcity create hard stops that
there is a shortage." markets can't move instantly.

"We can just find another supplier for the Most suppliers are also facing shortages; they have no extra

raw material." inventory to give you.

"A different grade of metal will work in a Substituting materials often fails quality audits and compromises
pinch." long-term component reliability.

"Logistics will solve the delivery problem." You cannot ship what does not exist at the refinery point.

The reality is that many components currently in your machines are dependent on refining processes
that occur thousands of miles away, in regions with different regulatory standards and less stable

oversight. When those pipes get clogged, your production stops.

The Generation Leap: Modular Refining Technology

We don't need a "revolutionary" shift in how we think about chemistry; we need a practical evolution in
how we manufacture the materials we use. This is where modular refining technology—such as that

being developed by MSX and Momentum—changes the calculus for the manufacturing leader.

The core value here isn't just that it can refine metals, but that it does so through modular design and
feedstock flexibility. In traditional refining, you need a massive, centralized infrastructure to achieve

high purity. It is a "build-it-big" model that creates the very dependencies we are trying to escape.

Modular units allow for a decentralized approach. Instead of relying on one massive refinery halfway
across the world, these systems can be deployed closer to the point of use or integrated into regional

hubs. Furthermore, these systems are designed to handle "messy" inputs—things like e-waste (urban



mining) and industrial swarf. By being able to process a wider variety of feedstocks locally, we move
away from high-purity mono-source dependence toward a more resilient, multi-input model. It turns the
refinery into a flexible tool on your side of the fence rather than a distant hope in someone else’s

country.

From Dependency to Domestic Discipline

We must move beyond simply "sourcing" materials and begin owning the process. There is a profound
difference between a supplier who promises to deliver 10,000 units and a system that ensures those
10,000 units are produced through a verified, domestic refining path.

When we talk about "domestic discipline," we mean moving toward a model where you have visibility
into the purity milestones of your components. For example, if a component requires high-purity
neodymium, you shouldn't just be checking that it arrives on time; you should be ensuring that the
refinement process is robust enough to handle domestic feedstock variations without compromising the

final part’s specifications.

This isn't about being "patriotic" in your procurement—it’s about operational control. If a local refinery
can take industrial waste and turn it into high-purity metal, you have just eliminated three layers of
logistical risk: international shipping delays, customs hurdles, and the vulnerability to foreign policy
shifts. You are replacing an external dependency with an internal capability. When you own the refining

logic locally, your "just--in-time" model finally has a solid floor to stand on.

Three Tests for a Resilient Supply Chain

To determine where your organization is truly vulnerable, I suggest putting your current supply chain
through three specific tests. If any of these result in a "no," you have an identified risk that requires

immediate attention during your next planning cycle.

1. The Feedstock Diversity Test: Can your primary components be manufactured using
multiple types of feedstock? If your production stops because one specific source of raw
material is unavailable, your process isn't robust enough. You need a system—Iike modular
refining—that can accept diverse inputs (scrap, waste, varied grades) to maintain consistent
output quality.

2. The Geographic Redundancy Test: Is there more than one point in the supply chain where
you have physical control? If your material must pass through a single refinery outside of your
primary trade zone to reach your floor, that is a "single point of failure." You should be
moving toward a model where refining occurs within your domestic infrastructure.

3. The Processing Control Test: Can you verify the purity and chemistry of the materials at
every stage? A resilient supply chain isn't just about getting the material; it’s about knowing
exactly what is in it. If you have to "trust" a supplier's certificate from halfway across the

world without local verification, you aren't in control of your quality—they are.



What You Can Do Tomorrow: Building L.ocal Capability

You don't need to build a refinery tomorrow morning, but you do need to start the audit today. The goal

is to move from being "unaware" of your risks to "managing" them actively.
Here are three steps for your next management meeting or Gemba walk:

1. Identify Your High-Risk Metals: Create a list of every component in your primary product
line that contains rare earth elements or critical battery metals (Lithium, Cobalt, Neodymium).
Don't just look at the part; look at what makes it work.

2. Map the Refining Origin: Ask your suppliers for the specific location of the refining process,
not just the manufacturing site. If they cannot provide a clear answer or if the refinery is in a
high-risk geopolitical zone, flag that item as "High Risk" in your inventory system.

3. Evaluate Modular Integration: Reach out to partners who specialize in modular refining
(like MSX/Momentum) to discuss how local processing of industrial waste could serve as an

"insurance policy" for your supply chain.

The goal is to move from a posture of hope—hoping the ships arrive and the ports stay open—to a
position of power, where your production is backed by domestic refining capabilities and a diversified
feedstock base. Stop waiting for the market to fix your problems; start building the infrastructure that

makes those problems impossible.

Call to Action

What single material dependency poses the greatest unquantified risk to your operations this quarter?

Share your thoughts with us or connect: newsletter@sixsigmakaizen.com

Newsletter replies: newsletter@sixsigmakaizen.com - X: @kaizen_6sigma

Stay curious, stay improving,

David Rodgers

SixSigmaKaizen.com
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